
́·Σ ͊ ͔ͤ ͔ͭ͋Ύ

ˢ͙͙ͪͣ ͯͣͤ·ͻ ͍͋ͦͭͦ
͍ ͪͯ͊͟ͻ ͻ͔͊ͪ͊͟



ˣ͙ͯ͒ͤ ˮ͔͔ͤͭͪͤͭ͊Υ ͍͚ͦͤ͊ ͍͋ͦͭͦ
Åˤ ͔͒ͦ͊͒͟͡ ͤ͊ ͔ͪ͊͡Έͤ·ͻ ͙͔ͨͪͣͪ͊ͻ ͙͍ͪ͊ͫͫͣ͊ͭͪ͊ΌͭͫΎ 
͔ͭͻ͎͙͙ͤͦͦ͡ ζͯͣͤ·ͻ ͍͋ͦͭͦηΥ ͙͊ͪͣΎ ͍͋ͦͭͦ ͍ͨͦͦ͘͡Ύ͔ͭ 
͊͘ ͨͦ͡;͊ͫ͊ ͨͦ͒ͦ͋ͪ͊ͭΈ ͙ͨ͊ͪͦ͡ ͦͭ ͙͙ͣͦͤ͊͡͡ ͨͦ;͍ͭͦ·ͻ 
Ύ΅͙͍ͦ͟Σ ͍ͦͣ͊ͭ͘͡Έ ͦ͒͟ ͍͔͙ͪͺ͙͊͟ͼ͙͙ όcvvύ ͔͙͙ͪ͒ͭ͟͟Σ 
͔͔ͨͪͻ͍͙͊ͭͭΈ ͍͔͙͔ͯͨͪ͊ͤ͡ ͔͒ͫΎ͙ͭ͊ͣ͟ ͍͊͊ͯͤͭͦ͟͟ ͍ 
Facebook͙  ͭΦ͒Φ

Åˤ·͎͙͍ͫͦͦͦͪ͊ͤͦ͊ͤͤ͘͟·͔ ͋ͦͭ· ζ͙ͤͺͦͪͣ͊ͼ͙͎ͦͤͤͦͦ 
͔ͫͨͼͤ͊͊͘η ͔͔ͦ͋ͫͨ;͙͍͊Όͭ ͙ͨͪ͊ͭ͟;͔͙ͫ͟ ͎͍͔ͣͤͦͤͤͯΌ 
͍͒ͦͫͭ͊ͯ͟ ͎ͯ͒͊ͪͤͦͦ ͔ͦͤͭͤͭ͊͟ ͍ ͔ͣͫͭ͊ ͔͙ͫͦͨͤ͟͡Ύ 
ͼ͔͔͍͚ͦ͡ ͙͙͙͊ͯ͒ͭͦͪΦ 

Åζ̂ͣͤ·͔ ͋ͦͭ·η ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ ͙ ͤ͊ ͔ͫͭͦͪͦͤ ͒ͦ͋ͪ͊ τ
͒͡Ύ ͋ͦͪΈ͋· ͫ ͙͙ͨͪ͊ͭ͊ͣΣ ͣͦ΄͔͙͙ͤͤ͊ͣ͟Σ 
͍·͎͔ͣͦ͊ͭ͡Ύ͙ͣ ͙ Ή͔͙͙ͫͭͪͣͫͭ͊ͣ͟Φ



Stand or Fall.
An army of intelligent bots controlled by hackers

These days, the Web Standoff is not just a warfare 
between humans and bots, we are talking about a 
botnet programmed to act in an intelligent, user-
like manner, an army with a proper coordination. 
DDoS botnets have evolved from a basic tool to a 
powerful weapon of information confrontation in 
the hands of hackers, intruders, and intelligence 
services. 
The speaker will share some real-life examples: 
from massive password hacking to influencing 
electoral outcomes.



͔́ͻ͎͙ͤͦͦ͡;͔ͫ͊͟Ύ ͨ͊ͭ͡ͺͦͪͣ͊ ͙ͤͺͦͪͣ͊ͼ͙͎ͦͤͤͦͦ 
͙͍͍ͨͪͦͭͦ͋ͦͪͫͭ͊



˹͍ͦ·͚ ͍͎͘͡Ύ͒ ͤ͊ ͍ͦͣ͘͡



The Hacker



Definition - What doesInternet Botmean?

ÅAn Internet Bot, also known as web robot, WWW 
robot or simply bot, is a software application that 
runs automated tasks (scripts) over the Internet.

ÅTypically, bots perform tasks that are both simple 
and structurally repetitive, at a much higher rate 
than would be possible for a human alone. 

ÅThe largest use of bots is in web spidering(web 
crawlers)

ÅMore than half of all web traffic is made up of 
bots.



ζSmart Botη avoids Captha
˻͋ͻ͙ͦ͒ͣ ͊ͨ͟;ͯΥ ͍͒͊ ͋ͦͭ͊ ͙ ͙ͦ͒ͤ ͻ͔͊ͪ͟

мΦ ˣͦͭ ͨͦͯ͡;͔͊ͭ ͊ͨ͟;ͯ
͙ ͔͔͔ͨͪ͒͊ͭ ͔͔ 
ͤ͊ ͨͦ͒ͦͤͭͪͦ͟͡Έͤ·͚ ͺͦͪͯͣΦ
нΦ ˽͔͙͔ͦͫͭͭ͡Έ ͺͦͪͯͣ͊ ͨͦͯ͡;͔͊ͭ
ͫͦͦ͋΅͔͙͔ͤ ζ˽͍͔͙͔ͦ͒ͭͪ͒ͭΣ
;ͭͦ ͍· ͔ͤ ͪͦ͋ͦͭη 
ς͙  ͊ͨͦͤ͘͡Ύ͔ͭ ͊ͨ͟;ͯ



Guccifer 2.0Hacked Clinton 
Foundation. How? 



Linux.Wifatchς͒ ͦ͋ͪ·͚ ͔͋ͦͭͤͭ
Å ˻͔͋ͤ͊ͪͯ͗ͤ ͙͔͚ͦͣͨ͊ͤ͟ SymantecΣ ͤͦΎ͋ͪΈ нлмп

Å ˭͔͊ͪ͊͗͊ͭ ͔͔͍ͫͭ·͔ ͚͍ͯͫͭͪͦͫͭ͊ ;͔͔ͪ͘ ͯΎ͍͙ͣͦͫͭ͘Έ ͍ ͔ͫͯ͗͋͡ Telnet

Å ˻͋Ά͔͙͒ͤΎ͔ͭ ͔͊ͪ͊͗ͤͤ͘·͔ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔ͫͭΈ peer-to-peer

Å ˹͙͊ͨͫ͊ͤ ͤ͊ PerlΣ ͔͙ͫͦ͒ͪ͗ͭ ͙͔͔ͤͭͪͨͪͭ͊ͭͦͪ· ͒͡Ύ ͚͊͗͒ͦ͟ ͊ͪͻ͙͔ͭͭͯͪ͟·

Å ˮͫͨͦ͡Έ͔ͯͭ͘ ͙͔ͫ͗͊ͭ ͦ͒͊͟Σ ͤͦ ͔ͤ ͦ͋ͺͯͫ͊͟ͼ͙Ό

Å ˹͔ ͨͪͦΎ͍͡Ύ͔ͭ ͔͙͍͚͒ͫͭͪͯͭͤͦ͟ ͙͍͙͊ͭͤͦͫͭ͟

Å ˽·͔ͭ͊ͭͫΎ ͚͙ͤ͊ͭ ͙ ͍͔͊ͪ͘΄͙ͭΈ ͪ͊͋ͦͭͯ ͙͍͔ͫͭͤ͘·ͻ ͍͔ͪ͒ͦͤͦͫͤ·ͻ ͎ͨͪͦͪ͊ͣͣ

Å ˹͙͍͔͊ͫͭͪ͊͊ͭ ͔͔͎ͨͪ͊ͪͯͯ͘͘͟ ͒͡Ύ ;͙͙ͫͭ͟ ͨ͊ͣΎ͙ͭ

Å ͙͍͔̂͋͊ͭ ͯΎ͍͙ͣ͘·͚ ͔͒ͣͦͤ Telnet

Å ˽͙ͪͦͫͭ ͙͙͊͒ͣͤͫͭͪ͊ͭͦͪ͊ ͦͭ͟͡Ό;͙ͭΈ ͯΎ͍͙ͣͯ͘Ό ͫͯ͗͋ͯ͡Σ ͔͙ͫͣͤͭΈ ͙ͨ͊ͪͦ͡ 
͙͙͡ ͍͙ͦ͋ͤͦͭΈ ͨͪͦ΄͙͍ͯ͟



Does The Online Card Payment Landscape 
Unwittingly Facilitate Fraud?

Åоуф ͎͙͍ͣ͊͊ͤͦ͘ ͙͘ ́˻˽-плл ͔ͤ ͔ͨͪͨΎ͍͍͙ͭͫͭͦ͊͡ 
͙͊ͤ͊ͯ͘͡ ͊͘΅͙΅͔͙ͤͤͦͫͭ

Åнфм ͎͙ͣ͊͊ͤ͘ ͍͔ͨͪͦͪΎ͔ͭ ͍͔͎ͫͦ ͙ͭͪ ͨͦ͡Ύ ͊ͪͭ͟· ό͔ͤͦͣͪ 
͊ͪͭ͟·Σ ͫͪͦ͟ ͔͚͍͙͒ͫͭΎ ͙ CVV)

Å26 ͣ ͎͙͍͊͊ͤͦ͘ ͍͔ͨͪͦͪΎΌͭ ͍͔͎ͫͦ ͍͒͊ ͨͦ͡Ύ ͊ͪͭ͟·

Ǻͦ͡Έͦ͟ нр ͎͙͍ͣ͊͊ͤͦ͘ ͔͒͊͡Όͭ ͙͔͒ͦͨͦͤͭ͡͡Έͤ·͔ 
͍͔͙ͨͪͦͪ͟

Ǻͦ͡Έͦ͟ пт ͙ͫͨͦ͡Έͯ͘Όͭ ͔ͭͻ͎͙ͤͦͦ͡Ό ͊͘΅͙ͭ· о-D Secure

Åˣͦͭ ͤ͊ Selenium ͨ ͙͔ͦ͒͋ͪ͊ͭ CVV͒ ͡Ύ VISA ͘ ͊ с͔ͫͯͤ͒͟

ˮͫͭͦ;͙ͤ͟Υ http://eprint.ncl.ac.uk/pub_details2.aspx?pub_id=230123%20



ά/±±έBrut force: 
smart bots crack your credit card



Multi-Login Brutforce: smart bots attack mail server

Å˽ͦ͒͋ͦͪ ͔͚ͨ͊ͪͦ͡ ͟ ͊͒͊ͤͤͦͣͯ͘ ͎͙ͦͤͯ͡ ͔͋ͯ͒ͭ ͔͔ͨͪͫ;͔ͤ ͫͪ͊ͯ͘
Å˽ͦͨ·͙ͭ͟ ͚͙͊ͭ͘ ͫ ͙ͦ͒ͤͣ ͔ͨ͊ͪͦͣ͡ ͫ ͭ·ͫΎ; ͎͙͍ͦͤͦ͡ ͔͍͔ͫͪͪ ͔ͤ ͙͔͋ͦͪͯͭ͟͡

ζ˥͙ͦͪͦͤͭ͊͘͡Έͤ·͚ ͋ͪͯͭͺͦͪͫη



άCƻǊƎŜǘ tŀǎǎǿƻǊŘέBrut force: 
smart bots attack Facebook server

мΦ ˭͊ͨͪ͊΄͙͍͔͊ͣ ͍͍͔͙͔ͦͫͫͭ͊ͤͦͤ͡ ͍͔͎ͫͦͦ ͨ͊ͪͦ͡Ύ ςͨ ͦͯ͡;͔͊ͣ ͦ͒͟ ͍͔͔͙ͨͦ͒ͭͪ͗͒ͤΎ
нΦ ˭͊ͨͪ͊΄͙͍͔͊ͣ ͍͍͔͙͔ͦͫͫͭ͊ͤͦͤ͡ ͨ͊ͪͦ͡Ύ ͦͭ ͙͔͙ͣͤ ͙͙ͣͦͤ͊͡͡ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Σ 
͍ͨͦ͒ͫͭ͊͡Ύ͔ͣ ͍͚ͫͦ ͦ͒͟ ͍͔͔͙ͨͦ͒ͭͪ͗͒ͤΎΦ ˽͙͔ͪͣͪͤͦ нл ͍͊͊ͯͤͭͦ͟͟ ͔͔ͭͨͪΈ ͤ͊΄͙Φ



How to crack Twitter

мΦ ˭͊ͻ͙ͦ͒ͣ ͍ ads.twitter.comΣ ͎͔͊ͪͯ͗͊ͣ͘ ͍͚ͫͦ ͔͙ͣ͒͊-ͺ͚͊͡
нΦ ˨͔͙ͣͫ͡Ύ Ή͙ͭͣ ͺ͚͊ͦͣ͡ ͫ ͊͊ͯͤͭͦͣ͟͟ ͔͍͗ͪͭ·
оΦ ˽͔͔ͪͻ͍͊ͭ·͍͔͊ͣ ͊ͨͪͦͫ͘ ͙ͨͯ͋͊͟͡ͼ͙͙ ͍͙͙ͭͭ͊ ͔ͨͦ͒ͣͤΎ͔ͣ ͍ POST owner_id͙ user_id
ͤ͊ id twitter ͊͊ͯͤͭ͊͟͟ ͔͍͗ͪͭ·Φ ͍͙͔́ͭ͋ͯ͒ͭ ͙͍ͦͨͯ͋ͦ͊ͤ͟͡ ͦͭ ͔͎ͦ ͙͔͙ͣͤΦ

ˮͫͭͦ;͙ͤ͟Υ https://habrahabr.ru/company/dsec/blog/327904/



˹͍ͦ·͚ ͍͎͘͡Ύ͒ ͤ͊ ͙͍ͨͦͫͦ͟·͔ ͪͦ͋ͦͭ· 
͙ ͔ͫ͊ͤͪ͟·



˽͔ͪͦͭ͟ ζ͔̒ͫͤΈη ςͨ ͙͍ͦͫͦ͊͟Ύ ͙͔ͫͫͭͣ͊ 
͍ ͔͍͙͙ͤ͒ͣͦͣ ͙͔͔͔ͤͭͪͤͭ όDeep Web)



SQL-injection
ˤͦͣ͘͡ SQL-͋͊͘·Υ ͔ͫ͊ͤͪ͟-ͻ͔͊ͪ͟-͋ͦͭ

͎̊͊ мΥ 

˿͔͊ͤͪ͟ ͨͦ͊͘͟·͍͔͊ͭ ͯΎ͍͙ͣͦͫͭ͘Έ

͎̊͊ нΥ 

͔̆͊ͪ͟ ͒ͦ͋·͍͔͊ͭ ͫͻ͔ͣͯ ͒͊ͤͤ·ͻ

͎̊͊ оΥ 

ˣͦͭ ͔͊ͭ͊ͯͭ͟



WannaCry, prehistoria

2004

2006

2017

ͣ͊˸͊ͪͭ-LSASS ˸͊-͚SASSER

ͣ͊˸͊ͪͭ-MS017-10 ˸͊-͚WannaCry

LSASS

SMBv1

SMBv2

139

445

139

445

WikiLeaks



ˤ͔ͤ΄͔͔ͤ ͙͍͙͔ͫ͊ͤͪͦ͊ͤ͟ ς
͍͊͟ͼ͙ͤ͊ ͦͭ ͍͙͍ͪͯͫͦ

˶ˢˤˮ˹ˢ ˿͔͊ͤͪ͟ ς͊ ͙͍ͭͤ͊͟Ύ ͊͘΅͙ͭ͊ ͍͎ͤͦͦͦ ͔͙ͨͦͦͤ͟͡Ύ

Åˮͯ͘;͔͙ͤͦ͒ͤ ZeroDay͙ ͘ мнл όEthernalBlue)
Åˮͯ͘;͔ͤ ͙ͦ͒ͤ Ή͙ͫͨͦͭ͟͡ όDoublePulsar) ͙ ͘ ΚΚΚ
Å˻͔͋ͤ͊ͪͯ͗ͤ ͙ͦ͒ͤ ͍͔ͪ͒ͦͤͦͫ(WannaCry)͙͘ ΚΚΚ
Å˾Ύ͒ ͍͔͍͒ͦͣͫͭ ͔ͤ ͨͦͫͭͪ͊͒͊͡Φ ˿ͯ͡;͚͊ͤͦͫͭΈΚ

͙̂ͪͦ͟WannaCry:



˹͍ͦ·͚ ͍͎͘͡Ύ͒ ͤ͊ ͙͍͍ͨͪͦͭͦ͋ͦͪͫͭͦ



Step to the Web



One minute inside Twitter



The Leader



Real People vs Botnets



Behind ¢ǊǳƳǇΩǎvictory: 
Russian Hackers or Russian Technologies?



Step 1: Psyhometrics

Psychometrics, a 
data-driven sub-
branch of psychology

ˢ͙ͤ͊͊͘͡ су ͚͍͍͊ͦ͟͡ Facebook
͒ͦͫͭ͊ͭͦ;ͤͦΣ ;ͭͦ͋· ͔͔͙ͦͨͪ͒ͭ͡Έ ͼ͍͔ͭ 
͙ͦ͗͟ ͙ͫͨ·͔͎ͭͯͣͦͦ όͫ фр҈ 
͍͔ͪͦΎͭͤͦͫͭΈΌύΣ ͔͎ͦ ͎͔ͦͣͦͫͫͯ͊͟͡ΈͤͦͫͭΈ 
όуу҈ ͍͔ͪͦΎ͙ͭͤͦͫͭύ ͙ ͙͍͔͔ͨͪͪ͗ͤͤͦͫͭΈ 
˨͔͙ͣͦͪ͊ͭ͟;͔͚ͫͦ͟ ͙͙͡ 
˾͔͙͚ͫͨͯ͋͊ͤͫͦ͟͟͡ ͙͙ͨ͊ͪͭ



Step 2: Better audience targeting



Step3: Action!



ˤ͋ͪͦͫΥ Ήͭ͊ͨ· ͔͙ͪ͊ͫͨͪͦͫͭͪ͊ͤͤΎ
Å˿ ͤ͊;͊͊͡ ςͫ ͔ͭΈ ͨͦ͒ͦͤͭͪͦ͟͡Έͤ·ͻ ͔͍ͪͫͯͪͫͦ

Å˭ ͔͊ͭͣ ςͨ ͔͍͔͙ͦͫ͒ͦ͊ͭ͡͡ όfollowers)

Å˨ ͔͔͊͡ ςͦ ;͎͙͊ ͍͔͙ͦ͋ͯ͗͒ͤ͘Ύ ͍ ͔͔ͫͪ͒ 
ͦ͋Ά͔͍ͭͦ͟ ͍͔͚͍͙ͦ͒ͫͭ͘Ύ



͔͍́ͨͦ͊͡Ύ ͊ͪͭ͊͟ ͙͍͙͊ͭͤͦͫͭ͟ ͍ ͫͦͼ͙͊͡Έͤ·ͻ ͔ͫͭΎͻ



ˤ͔͚͍͙͔ͦ͒ͫͭ͘ ͤ͊ ͍͔ͣ͊ͫͫͦͦ ͙͔ͫͦͤ͊ͤ͘ ς
Ήͭͦ ͍ͦͦ͋΅͔ Ή͙ͭ;ͤͦΚ

˻͍͔͙͔ͫͦ͋ͦ͗͒ͤ ˽͎͙ͪ͊Σ мфпрζ˴͍͚ͦͤͦ ͍ͫͦ͋ͦ͒·ηΣ нлмт



˽ͦͪ͊ ͍͔ͣ΄͙͍͊ͭΈͫΎΧ

˻͍͔͙͔ͫͦ͋ͦ͗͒ͤ ˽͎͙ͪ͊Σ мфпрζ˴͍͚ͦͤͦ ͍ͫͦ͋ͦ͒·ηΣ нлмт



͔̏ͫͨͪͫͫ͟-͙͊ͤ͊͘͡ ͫͦͼ͙͊͡Έ͎ͤͦͦ 
͍͒ͦͪͦ͘ΈΎ ͙͙͙͊ͯ͒ͭͦͪ



˩͙͟͡-рΥ ˣͦͭ· ͙͍ͨͪͦͭ ͙͍ͨͪ͊ͭͦ

˽͙͍͔͚͍͙͔ͪͦͭͦ͒ͫͭΥ
Åζ˽͎ͦͦ͡΅͔͙͔ͤη ͙͊ͭ͊͟
Åʕ ͔ͫͭͪ;ͤ͊Ύ ͊ͭ͊͊͟
Åζˣͦͭ-Ό͙ͪͫͭη

ˤ ͔͒ͤΈ ͍·ͻͦ͒͊ ͺ͙͡Έͣ͊ ζ˩͙͟͡-рη ͦͯͣ͘͡·΄͔͙͙ͤͤ͟͡ 
͎͙͍͙ͦͪ͊ͤͦ͊͘͡ ͙͍͔ͣ͊ͫͫͪͦ͊ͤͤͦ ͔͙͔ͪ͊ͫͨͪͦͫͭͪ͊ͤͤ ͫͫ·ͦ͟͡ 
ͤ͊ ͙ͨͪ͊ͭͫͯ͟Ό ͙ͦͨ͟Ό ͺ͙͡Έͣ͊



˽ͦ͗͊ͪ ͍ ˻͙͚ͨͭͤͦͨͯͫͭ·͙ͤΥ 
ˣͦͭ· ͙͍ͨͪͦͭ ͣͦ΄͔͙͍ͤͤͦ͟

˽͙͍͔͚͍͙͔ͪͦͭͦ͒ͫͭΥ
Åx ͦͭ ζ˿͍͔ͦͫͭΈη
Åʕ ͔ͫͭͪ;ͤ͊Ύ ͊ͭ͊͊͟
Åζˣͦͭ-Ό͙ͪͫͭη

нр Ύ͍ͤ͊ͪΎ нлмт ͎ͦ͒͊ ͍ мнΦпл ͍ ͔͚͗ͤͫͦ͟ ͦ͋΅͙͔ͤ ͍ ;͔ͫͭΈ 
˿͍Ύͭ·ͻ ͔͗ͤ-͙͙ͣͪͦͤͦͫͼ ͫΦ ˴͡·͍ͦ͊͟ ˴͔ͦ͘͡Έ͚͔ͫͦͨ͊ͪ͟ͻ͙͙ 
͙ͨͪͦͦ͘΄͔ͨͦ͗͊ͪ͡Φ
ˣ͔͔ͦ͡ рл ͣͦ΄͔͙͍ͤͤͦ͟ ͦ͋ΆΎ͍͙͙͡ ͍ ˿͔͙ͭ ͦ ͔ͫ͋ͦͪ ͔͍ͫͪ͒ͫͭ 



˻ ͙͍͚ͨͦͫͦͦ͟ ͔ͭͻ͎͙͙ͤͦͦ͡ Avalanche:
ForbesRussia N2, 2015͙ ͒ͪΦ



˿͙ͨ͊ͫ͋ͦ ͊͘ ͍͙͙͔ͤͣ͊ͤ J

MasalovichAndrei
˸͍͙͊ͫ͊ͦ͡; ˢ͔͚ͤ͒ͪ ˮ͎͔͍͙ͦͪ;
˿͔ͨͼ͙͙͊ͫͭ͡ ͨͦ ͍ͫΎ͘Ύͣ ͫ ͔ͪ͊͡ΈͤͦͫͭΈΌ

+7 (964) 577-2012
am@avl.team

iam.ru/tipaguru.htm

mailto:am@avl.team

